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I nt roduct ion:

As you may have noticed, we use MalwareBytes', or MBAM, in a lot of our removal guides. We do this for no reason other than the 
fact that the program simply works well and that we can count on it to remove what it says it can. It is updated constantly
throughout the day and has excellent protection on all the new malware that comes out. With that said, we feel that MalwareBytes 
is an important tool to have as part of your computer's security arsenal. One of the program's nicest features is that it is free and 
easy to use. For those, who may want more advanced features you can purchase the com m ercial full version  to get real-time 
protection that will protect you from being infected in the first place. The guide below will walk you through installing, configuring, 
and scanning your computer with Malwarebytes Anti-Malware.

How  to use Malw arebytes Ant i- Malw are:

1. Print out these instructions as we will need to close every window that is open later in the fix.

2. Download Malwarebytes Anti-Malware, or MBAM, from the following location and save it to your desktop:

Malw arebytes' Ant i- Malw are Dow nload Link  (Download page will open in a new window)

3. Once downloaded, close all programs and Windows on your computer, including this one.

4. Double-click on the icon on your desktop named m bam - setup.exe. This will start the installation of MBAM onto your 
computer.

5. When the installation begins, keep following the prompts in order to continue with the installation process. Do not make any 
changes to default settings and when the program has finished installing, make sure you leave both theUpdate 
Malw arebytes Ant i- Malw are and Launch Malw arebytes Ant i- Malw are checked. Then click on the Finish button.

6. MBAM will now automatically start and you will see a message stating that you should update the program before 
performing a scan. As MBAM will automatically update itself after the install, you can press the OK button to close that box 
and you will now be at the main program as shown below.
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7. On the Scanner tab, make sure the the Perform  full scan  option is selected and then click on the Scan button to start 
scanning your computer for infections.

8. MBAM will now start scanning your computer for malware. This process can take quite a while, so we suggest you go and do 
something else and periodically check on the status of the scan. When MBAM is scanning it will look like the image below.

9. When the scan is finished a message box will appear as shown in the image below. 

You should click on the OK button to close the message box and continue with the removal process.

10. You will now be back at the main Scanner screen. At this point you should click on the Show  Results button.

11. A screen displaying all the malware that the program found will be shown as seen in the image below. Please note that the 
infections found may be different than what is shown in the image.

Seite 2 von 6How to use Malwarebytes Anti-Malware to scan and remove malware from your co...

07.03.2013http://www.bleepingcomputer.com/virus-removal/how-to-use-malwarebytes-anti-mal...

http://www.bleepingcomputer.com/virus


You should now click on the Rem ove Selected button to remove all the listed malware. MBAM will now delete all of the 
files and registry keys and add them to the programs quarantine. When removing the files, MBAM may require a reboot in 
order to remove some of them. If it displays a message stating that it needs to reboot, please allow it to do so. Once your 
computer has rebooted, and you are logged in, please continue with the rest of the steps.

12. When MBAM has finished removing the malware, it will open the scan log and display it in Notepad. Review the log as 
desired, and then close the Notepad window.

13. You can now exit the MBAM program.

Hopefully your computer should now be clean of any infections that may have been present. If your current anti-virus solution let 
this infection through, you may want to consider purchasing the PRO version of Malw arebytes Ant i- Malw are to protect 
against these types of threats in the future.

Troubleshoot  Malw arebytes Ant i- Malw are

Below are some common errors you may run into when attempting to use Malwarebytes' Anti-Malware.

Malw arebytes' setup program  closes w hen you a ttem pt to install it .

If you attempt to install Malwarebytes' and the setup program automatically closes then there is a good chance that you have an 
infection that is trying to stop the program from installing. To get around this, try renaming mbam-setup.exe to other names like:

l mbam-setup.com 
l iexplore.exe 
l explorer.exe
l userinit.exe 
l winlogon.exe 

After each rename, try and run the program again. If that does not work, then you may to download and run Rkill to terminate 
the malware processes that are stopping you.

Malw arebytes' w ont  start

If you attempt to run Malwarebytes' and it does not start then there is a good chance that you have an infection that is trying to 
stop the program from running. To get around this, try renaming C:\ program  files\ Ma lw arebytes Ant i- Malw are\ m bam .exe
to other names like:

l mbam.com 
l iexplore.exe 
l explorer.exe
l userinit.exe 
l winlogon.exe 

After each rename, try and run mbam.exe again. If that does not work, then you may to download and run Rkill to terminate the 
malware processes that are stopping you.

Error  7 3 2  w hen trying to update Malw arebytes' Ant i- Malw are

If you receive an Error 732 when trying to update MBAM it could be because you do not currently have an Internet connection or a 
malware has changed your connection settings so that you are using a proxy server. To make sure your connection has not been 
set to use a proxy server, please do the following steps:

1. Please start Internet Explorer, and when the program is open, click on the Tools menu and then select I nternet  Opt ions
as shown in the image below.
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2. You should now be in the Internet Options screen as shown in the image below.

Now click on the Connect ions tab as designated by the blue arrow above.

3. You will now be at the Connections tab as shown by the image below. 
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Now click on the Lan Sett ings button as designated by the blue arrow above.

4. You will now be at the Local Area Network (LAN) settings screen as shown by the image below. 

Under the Proxy Server section, please uncheck the checkbox labeled Use a proxy server for  your LAN . Then press the
OK button to close this screen. Then press the OK button to close the Internet Options screen. Now that you have disabled 
the proxy server you will be able to browse the web again with Internet Explorer. 

Now try and update MBAM again.

Error  2  w hen installing MBAM

If you receive an Error 2 when installing MBAM then a core executable was deleted by a malware running on your computer. To 
fix this we will first need to download a randomized version of mbam.exe and save it to the C:\ program  files\ Malw arebytes'
Ant i-Malw are\  folder. We can then run that random named executable to start Malwarebytes' and scan your computer. To do 
this follow these steps:

1. If you receive a code 2 error while installing Malwarebytes's, please press the OK button to close these errors as we will 
resolve them in future steps. The code 2 error will look similar to the image below.

2. As this infection deletes a core executable of Malwarebytes' we will need to download a new copy of it and put it in the 
C:\ program  files\ Malw arebytes' Ant i- Malw are\  folder. To download the file please click on the following link:

Malw arebytes' EXE Dow nload

When your browser prompts you where to save it to, please save it to the C:\ program  files\ Malw arebytes Ant i-
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Malw are\  folder. When downloading the file, it will have a random filename. Please leave the filename the way it is as it is
important that it is not changed. You may want to write down the name of the file as you will need to know the name in the 
next step.

3. Once the file has been downloaded, open the C:\ program  files\ Ma lw arebytes' Ant i- Malw are\  folder and double-click 
on the file you downloaded in step 2. 

Now that MBAM is running, please update the program and scan your computer like normal.

Using Rk ill to term inate infect ion processes that  m ay be stopping MBAM from  running

If all of these steps do not work, then you can download, or copy from a clean computer, the Rkill program and run it on the 
infected computer. Rkill will then try and terminate the infections that may be stopping you from installing MalwareBytes'. Rkill, 
under various names, can be downloaded from the following links:

Rkill.com
Rkill.exe
iExplore.exe
rkill.scr
uSeRiN iT.exe
W iNlOgOn.exe

Once Rkill runs, it will create a log of what applications were terminated. You can then attempt to start the installation of 
MalwareBytes or start the program again.

For more detailed troubleshooting information, please see this topic at the Malwarebytes' site.

This is a  self- help guide. Use at  your ow n risk.

BleepingCom puter.com  can not  be held responsible for problem s that  m ay occur by using this inform ation. I f you 
w ould like help w ith any of these fixes, you can ask  for m alw are rem oval assistance in  our Virus, Trojan, Spyw are, 
and Malw are Rem oval Logs forum.

I f you have any quest ions about  this self- help guide then please post  those quest ions in our Am  I  infected? W hat do 
I  do? and som eone w ill help you.

Rem ove Ukash Virus.

How to Remove Ukash Virus. Ukash Virus Removal Instructions.
www.spywareremove.com
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